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1
Decision/action requested

This document proposes to add content to clause 4.4. SA3 is kindly requested to approve this doc.
2
References

 [1]
3GPP TS 33.535, v 0.1.0.
3
Rationale

This contribution proposes to add some basic security requirements into 4.2 [1]. Note that further security requirements and principles for AKMA should be added later.
4
Detailed proposal

***
BEGIN CHANGES
***
4.4
Security requirements and principles for AKMA
The following security requirements are applicable to AKMA:

-    AKMA shall reuse the same UE subscription and the same credentials used for 5G access.

-    AKMA shall reuse the 5G primary authentication procedure and methods (both 5G AKA and EAP AKA’ shall be supported) for the sake of implicit authentication for AKMA services.

 -    AAnF’s SBI interface to AUSF shall be confidentiality, integrity and replay protected.

-     The interface between AAnF and AF shall be confidentiality, integrity and replay protected.

-    The application key shall be provided with a maximum lifetime. When the application key lifetime is expired, it shall be renegotiated.
Editor’s Note: Further security requirements regarding roaming and other aspects will be added. 
 ***
END CHANGES
***
